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EXHIBIT 85.1 Conceptual version of an encryption system.

The messages may be handwritten characters, electromechanical representations as in a Teletype, strings
of 1s and Os as in a computer or computer network, or even analog speech. The black box will be provided
with whatever input/output devices it needs to operate; the insides, or cryptographic algorithm will,
generally, operate independently of the external representation of the information.

The key is used to select a specific instance of the encryption process embodied in the machine. It is
more properly called the “cryptovariable.” The use of the term “key” is a holdover from earlier times. We
will discuss cryptovariables (keys) in more detail in later sections. It is enough at this point to recognize
that the cipher text depends on both the plain text and the cryptovariable. Changing either of the inputs
will produce a different cipher text. In typical operation, a cryptovariable is inserted prior to encrypting a
message and the same key is used for some period of time. This period of time is known as a
“cryptoperiod.” For reasons having to do with cryptanalysis, the key should be changed on a regular
basis. The most important fact about the key is that it embodies the security of the encryption system. By
this we mean the system is designed so that complete knowledge of all system details, including specific
plain and cipher text messages, is not sufficient to derive the cryptovariable.

It is important that the system be designed in this fashion because the encryption process itself is
seldom secret. The details of the data encryption standard (DES), for example, are widely published so
that anyone may implement a DES-compliant system. In order to provide the intended secrecy in the
cipher text, there has to be some piece of information that is not available to those who are not
authorized to receive the message; this piece of information is the cryptovariable, or key.

Inside the black box is an implementation of an algorithm that performs the encryption. Exactly how
the algorithm works is the main topic of this chapter, and the details depend on the technology used for
the message.

Cryptography is the study of the means to do encryption. Thus cryptographers design encryption
systems. Cryptanalysis is the process of figuring out the message without knowledge of the cryptovariable
(key), or more generally, figuring out which key was used to encrypt a whole series of messages.

85.2 Some Historical Notes

The reader is referred to Kahn' for a well-written history of this subject. We note that the first evidence of
cryptography occurred over 4000 years ago in Egypt. Almost as soon as writing was invented, we had
secret writing. In India, the ancients’ version of Dr. Ruth’s Guide to Good Sex, the Kama-Sutra, places
secret writing as 45th in a list of arts women should know. The Arabs in the 7" century AD were the first
to write down methods of cryptanalysis. Historians have discovered a text dated about 855 AD that
describes cipher alphabets for use in magic.

One of the better known of the ancient methods of encryption is the Caesar Cipher, so called because
Julius Caesar used it. The Caesar Cipher is a simple alphabetic substitution. In a Caesar Cipher, each plain

'Kahn, D. 1996. The Codebreakers; The Comprehensive History of Secred Communication from Ancient Times to the Internet.
Scribner.
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abcdefghijk I mnopgrstuvwxXxyz

DEFGHI JKLMNOPQRSTUVWXYZABTC

Plain text: Omnia gallia est divisa in partes tres ....
Cipher text: RPQLD JDOOLD HVW GLYLVD LQ SDUWHV WUHV ...

EXHIBIT 85.2. The caesar cipher.

text letter is replaced by the letter 3 letters away to the right. For example, the letter A is replaced by D, B
by E, and so forth. (See Exhibit 85.2, where the plain-text alphabet is in lower case and the cipher text is in
upper case.)

Caesar’s Cipher is a form of a more general algorithm known as monoalphabetic substitution. While
Julius Caesar always used an offset of 3, in principal one can use any offset, from one to 25. (An offset of
26 is the original alphabet.) The value of the offset is in fact the cryptovariable for this simplest of all
monoalphabetic substitutions. All such ciphers with any offset are now called Caesar Ciphers.

There are many ways to produce alphabetic substitution ciphers. In fact, there are 26! (26 factorial or
26X25X24 ... X2X1) ways to arrange the 26 letters of the alphabet. All but one of these yields a
nonstandard alphabet. Using a different alphabet for each letter according to some well-defined rule can
make a more complicated substitution. Such ciphers are called polyalphabetic substitutions.

Cryptography underwent many changes through the centuries often following closely with advances
in technology. When we wrote by hand, encryption was purely manual. After the invention of the
printing press various mechanical devices appeared such as Leon Batista Alberti’s cipher disk in Italy. In
the 18™ century, Thomas Jefferson invented a ciphering device consisting of a stack of 26 disks each
containing the alphabet around the face of the edge. Each disk had the letters arranged in a different
order. A positioning bar was attached that allowed the user to align the letters along a row. To use the
device, one spelled out the message by moving each disk so that the proper letter lay along
the alignment bar. The bar was then rotated a fixed amount (the cryptovariable for that message)
and the letters appearing along the new position of the bar were copied off as the cipher text. The
receiver could then position the cipher text letters on his “wheel” and rotate the cylinder until the plain
text message appeared.

By World War II very complex electromechanical devices were in use by the Allied and Axis forces. The
stories of these devices can be found in many books such as Hodges.” The need for a full-time,
professional cryptographic force was recognized during and after WWII and led to the formation of the
National Security Agency by Presidential memorandum signed by Truman. See Bamford” for a history of
the NSA.

Except for a few hobbyists, cryptography was virtually unknown outside of diplomatic and military
circles until the mid-seventies. During this period, as the use of computers, particularly by financial
institutions, became more widespread, the need arose for a “public,” (non-military or diplomatic)
cryptographic system. In 1973 the National Bureau of Standards (now the National Institute of Standards
and Technology) issued a request for proposals for a standard cryptographic algorithm. They received no
suitable response at that time and reissued the request in 1974. IBM responded to the second request with
their Lucifer system, which they had been developing for their own use. This algorithm was evaluated
with the help of the NSA and eventually was adopted as the Data Encryption Standard (DES) in 1976. See
Federal Information Processing Standard NBS FIPS PUB 46.

*Hodges, A. 1983. Alan Turing: The Enigma of Intelligence, Simon and Schuster.
*Bamford, J. 1982. The Puzzle palace. Houghton Mifflin.
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The controversy surrounding the selection of DES* stimulated academic interest in cryptography and
cryptanalysis. This interest led to the discovery of many cryptanalytic techniques and eventually to the
concept of public key cryptography. Public key cryptography is a technique that uses distinct keys for
encryption and decryption, only one of which need be secret. We will discuss this technique later in this
chapter, as public key cryptography is more understandable once one has a firm understanding of
conventional cryptography.

The 20 years since the announcement of DES and the discovery of public key cryptography have seen
advances in computer technology and networking that were not even dreamed of in 1975. The Internet
has created a demand for instantaneous information exchange in the military, government, and most
importantly, private sectors that is without precedent. Our economic base, the functioning of our
government, and our military effectiveness are more dependent on automated information systems than
any country in the world. However, the very technology that created this dependence is its greatest
weakness: the infrastructure is fundamentally vulnerable to attacks from individuals, groups, or nation-
states that can easily deny service or compromise the integrity of information. The users of the Internet,
especially those with economic interests, have come to realize that effective cryptography is a necessity.

85.3 The Basics of Modern Cryptography

Since virtually all of modern cryptography is based on the use of digital computers and digital
algorithms, we begin with a brief introduction to digital technology and binary arithmetic. All
information in a computer is reduced to a representation as 1s and 0s. (Or the “on” and “off” state of
an electronic switch.) All of the operations within the computer can be reduced to logical OR,
EXCLUSIVE OR, and AND. Arithmetic in the computer (called binary arithmetic) obeys the rules
shown in Exhibit 85.3 (represented by “addition” and “multiplication” tables):

The symbol @ is called modulo 2 addition and ® is called modulo 2 multiplication. If we consider the
symbol ‘1’ as representing a logical value of TRUE and 0’ as the logical value FALSE then @ is equivalent
to exclusive OR in logic (XOR) while ® is equivalent to AND. For example, A XOR B is true only if A or
B is TRUE but not both. Likewise, A AND B is true only when both A and B are TRUE.

All messages, both plain text and cipher text, may be represented by strings of 1s and 0s. The actual
method used to digitize the message is not relevant to an understanding of cryptography so we will not
discuss the details here.

We will consider two main classes of cryptographic algorithms:

o Stream Ciphers—which operate on essentially continuous streams of plain text, represented as 1s
and 0s
o Block Ciphers—which operate on blocks of plain text of fixed size.

These two divisions overlap in that a block cipher may be operated as a stream cipher. Generally
speaking, stream ciphers tend be implemented more in hardware devices, while block ciphers are more

@ 0 1 ® 0 1
0 0 1 0 0 0
1 1 0 1 0 1

EXHIBIT 85.3 Binary Arithmetic rules.

“Many thought that NSA had implanted a “trap door” that would allow the government to recover encrypted messages at
will. Others argued that the cryptovariable length (56 bits) was too short.
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suited to implementation in software to execute on a general-purpose computer. Again, these guidelines
are not absolute, and there are a variety of operational reasons for choosing one method over another.

85.4 Stream Ciphers

We illustrate a simple stream cipher in the table below and in Exhibit 85.4. Here the plain text is
represented by a sequence of 1s and 0s. (The binary streams are to be read from right to left. That is, the
right-most bit is the first bit in the sequence.) A keystream® generator produces a “random” stream of 1s
and Os that are added modulo 2, bit by bit, to the plaintext stream to produce the cipher-text stream.

The cryptovariable (key) is shown as entering the keystream generator. We will explain the nature of
these cryptovariables later. There are many different mechanisms to implement the keystream generator,
and the reader is referred to Schneier® for many more examples. In general, we may represent the internal
operation as consisting of a finite state machine and a complex function. The finite state machine consists
of a system state and a function (called the “next state” function) that cause the system to change state
based on certain input.

The complex function operates on the system state to produce the keystream. Exhibit 85.5 shows the
encryption operation. The decryption operation is equivalent; just exchange the roles of plain text and
cipher text. This works because of the following relationships in modulo two addition: Letting p
represent a plain-text bit, k a keystream bit, and ¢ the cipher text bit

c = p®k,

Plain text: 1 0 1 1 0 1 1 0 0

Keystream 1 1 0 1 0 0 0 1 1

EXHIBIT 85.4 Stream cipher.

=

Key

"Keystream" generator

Keystream 1410100011

Plain text Cipher text
101101100 » + 011001111

Addition modulo 2

EXHIBIT 85.5 Stream ciphers.

>The reader is cautioned not to confuse “keystream” with key. The term is used for historical reasons and is not the “key”
for the algorithm. It is for this reason that we prefer the term “cryptovariable.”
®Schneier, B. 1996. Applied Cryptography. John Wiley.
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1111 add 3rd and 4th bits, shift right -->
0111
0011
0001
1000
0100
0010

1001
1100
0110
R
0101

1010
1101
1110
1111 begins to repeat

EXHIBIT 85.6 Simple LFSR.

s0, c®k = (p@k)®k = p®(k®k) = p®0 = p,

since in binary arithmetic x @ x is always 0. (1 @ 1=0 @& 0=0).

These concepts are best understood with examples. Exhibit 85.6 shows a simple linear feedback shift
register (LESR). A LFSR is one of the simplest finite state machines and is used as a building block for
many stream ciphers (see Schneier’s text). In Exhibit 85.6, the four-stage register (shown here filled with
1s) represents the state. During operation, at each tick of the internal clock, the 4 bits shift to the right
(the right-most bit is dropped), and the last 2 bits (before the shift) are added (mod 2) and placed in the
left-most stage. In general, an LFSR may be of any length, n, and any of the individual stages may be
selected for summing and insertion into the left-most stage. The only constraint is that the right-most bit
should always be one of the bits selected for the feedback sum. Otherwise, the length is really n— 1, not n.
Exhibit 85.6 shows the sequence of system states obtained from the initial value of 1111. In some systems,
the initial value of the register is part of the cryptovariable.

Note that if we started the sequence with 0000, then all subsequent states would be 0000. This would
not be good for cryptographic applications since the output would be constant. Thus the all-0 state is
avoided. Note also that this four-stage register steps through 15=2*—1 distinct states before repeating.
Not all configurations of feedback will produce such a maximal sequence. If we number the stages in
Exhibit 85.6 from left to right as 1, 2, 3, 4, and instead of feeding back the sum of stages 3 and 4 we
selected 2 and 4, then we would see a very different sequence. This example would produce 2 sequences
(we call them cycles) of length 6, one cycle of length 3, and 1 of length 0. For example, starting with 1111
as before will yield:

1111 — 0111 — 0011 — 1001 — 1100 — 1110 — 1111

It is important to have as many states as possible produced by the internal state machine of the
keystream generator. The reason is to avoid repeating the keystream. Once the keystream begins to
repeat, the same plain text will produce the same cipher text. This is a cryptographic weakness and
should be avoided. While one could select any single stage of the LFSR and use it as the keystream,
this is not a good idea. The reason is that the linearity of the sequence of stages allows a simple
cryptanalysis. We can avoid the linearity by introducing some more complexity into the system.
The objective is to produce a keystream that looks completely random.” That is, the keystream will

"The output cannot be truly random since the receiving system has to be able to produce the identical sequence.
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