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Abstract
Previous research on content distribution networks (CDNs)
mainly focuses on improving system performance by deploying replication
such that latency for data access could be reduced and bandwidth could
be saved, especially when dealing with large amounts of data. Centrallymanaged, trusted replicas are important characters in these traditional CDNs.
However, there is not enough attention given to the security of data in
CDNs, even though data security is a crucial need for most Internet-based
applications. Moreover, with the emergence of various network appliances
and heterogeneous client environments, intermediaries are used for dynamic
content delivery. Enforcing data security in such environments is more challenging than the traditional CDNs (client-server communication). Besides,
new systems (such as publish/subscribe systems, peer-to-peer content distribution systems) are developed to meet different requirements of content
distribution. Different mechanisms should be used in different systems to
ensure content security.
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In this chapter, we first review the security concepts related to CDNs and
then present several systems, focusing on how they enforce content security.
Finally, we discuss the other challenges in CDNs.

1.1

Introduction

Content distribution networks (CDNs) are all those applications that support data dissemination, searching, and retrieval. With the widespread use
of Internet, CDNs have been studied extensively [1, 2, 3, 4, 5, 6, 7, 8, 9,
10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21]. Most previous research focuses
on enhancing performance of CDNs by replication. Different mechanisms
(such as [22, 23, 24, 25, 26]) are used to deploy content replication on trusted
cache proxies scattered around the Internet. When receiving a client request,
instead of asking a content server for the requested contents, a proxy first
checks if these contents are locally cached. Only when the requested contents
are not cached or out of date are the contents transferred from the content
server to the clients. If there is a cache hit, network bandwidth consumption
can be reduced. A cache hit also reduces access latency for clients. System
performance therefore improves, especially when large amounts of data are
involved. Besides these improvements, caching makes the system robust by
letting caching proxies provide content distribution services when the server
is down or the network is congested.
Secure content distribution has received more attention from both academia
and industry than before, due to the increasing emphasis on security in
many applications. Ensuring content security in distributed environments
is challenging. For example, content may be easily modified or accessed
when it is transmitted across the Internet; a compromised replica may violate
access control of content or damage integrity by maliciously modifying the
content.
Different kinds of systems have been developed recently in order to meet
the new requirements of content distribution. For example, with the emergence of various network appliances and heterogeneous client environments,
content-aware systems are developed that involve intermediaries to transform content; publish/subscribe systems are developed to distribute content
where publishers do not need to know the addresses of subscribers. These
systems are different from the traditional client-server communication. They
have different service requirements and different security challenges.
In this chapter, we first introduce the concepts of security related to CDNs,
then present several systems, with focus on their security mechanisms. For
each kind of these systems, we present its current research. Finally, we discuss
some other research issues in CDNs.
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Security Concepts

In this section, we briefly review some security concepts that are related to
CDNs.
For any systems designed with security among its goals, a detailed security
policy should exist.
Definition 1.1
A security policy is a statement of what is, and what is not, allowed ([27]).
Definition 1.2
An access control policy states the privileges of principals or users over content and
services under certain conditions.
Security policies could be represented in high-level languages in which
policy constraints are expressed abstractly, or low-level languages in which
policy constraints are expressed in terms of program options, input, or specific characteristics of entities on system ([27]). Policies should be expressed
precisely and unambiguously.
After specifying the security policies, a mechanism is chosen to enforce
these policies.
Definition 1.3
A security mechanism is a method, tool, or procedure for enforcing a security policy
([27]).
In general, the security of content distribution systems is measured by how
it supports data confidentiality, data integrity, and system availability.
Definition 1.4
Confidentiality is the assurance that content is shared only among authorized subjects.
Definition 1.5
Integrity is the assurance that the information is authentic and complete.
Definition 1.6
Availability is the assurance that the system which is responsible for dissemination,
storing, and processing information is accessible when needed by those who need
these services.
Both confidentiality and integrity are defined by access control policies.
In the next section, we will review some access control models that describe
how the access policies for content are generated.
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1.3

Access Control Models

In CDNs, an access control model specifies who is allowed to perform what
kinds of operations on content under certain conditions. The following types
of access control model are commonly used:
•

Discretionary access control (DAC): Access policy is completely determined by the owner of the content. The owner decides who is
allowed to access the data and with what privileges (such as read,
write, etc.).
This type of access control has been widely used, even beyond
CDNs. For example, Alice creates a file called temp.c. She can specify
which subjects may access it and with what type of access (such
as read or write). An access control list is normally used to make
access decisions. Users usually present credentials (such as login
and password) for authentication.

•

Mandatory access control (MAC): Access policy is determined by the
system, not the owner of the content. In such a system, subjects
receive a clearance label and objects (data) receive a classification
label, also referred to as security level. A subject cannot read anything up, which means that a subject cannot read any objects that
have labels higher than the subject’s clearance. Moreover, a subject
cannot write anything down, which means that a subject cannot
write to objects or create new objects with lower security labels
than the subject’s clearance. This prevents subjects from sharing secrets with subjects with a lower security label, keeping information
confidential.
Note in MAC, only administrators can change the security labels
of data. Data owners cannot make such a change.
MAC is often used in systems that process highly sensitive data
with confidentiality as the highest priority, such as classified government and military information. The original MAC model [28] (also
called Bell-LaPadula model) was later expanded to Multi-Level Security (MLS), which handles multiple classification levels (i.e., “top
secret,” “secret,” “confidential,” and “unclassified”) between subjects and objects.

•

Role-Based Access Control (RBAC): Access is dependent on functionality, not identity. In RBAC models ([29, 30, 31, 32, 33, 34, 35]),
an administrator defines a series of roles that are created for
various job functions. The permissions to perform certain
operations are assigned to specific roles. An administrator assigns
members of staff (or users) some roles, and through those roles
members (or users) acquire the permissions to perform particular
functions.
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RBAC can save an administrator from the tedious job of defining
permissions per user within an organization.
When defining an RBAC model, it normally includes the following relations:
– U A ⊆ U × R User-role assignment (a many-to-many mapping)
– P A ⊆ P × R Permission-role assignment (a many-to-many mapping)
– RH ⊆ R × R Partially ordered role hierarchy
where U = User, R = Role, P = Permissions
Moreover, a RBAC model normally includes a set of sessions (SESSIONS) where each session is a mapping between a user and an
activated subset of roles that are assigned to the user. Such a model
may also include function session_roles that returns the roles activated by the session and the function user_sessions that returns the
set of sessions that are associated with a user.
A RBAC model may also have other features such as: 1) roles
are granted permissions based on the principle of least privilege; 2)
roles are determined with a separation of duties; 3) roles are activated statically or dynamically.
Some other access control models include:

1.4

•

Originator Controlled Access Control (ORCON): The originator (subjects or organizations who create data) controls data access. Note
that the originator may not be the data owner. ORCON is a combination of MAC and DAC ([27]).

•

Rule-Based Access Control model: This is sometimes referred to as
Rule-Based Role-Based Access Control (RB-RBAC). It includes mechanisms that dynamically assign roles to subjects based on their
attributes and a set of rules defined by a security policy ([36]).

Systems

In this section, we present several types of systems in CDNs, focusing on the
current research in these systems.
1.4.1 Secure Distributed File Systems
One important application in CDNs is file distribution. Instead of storing files
on the machines owned by the data owners, some owners put their data in
a data server, which is responsible for distributing the data according to the
access control policies related to the data. This approach not only removes the
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space requirement for the data owners, but also makes the data distribution
scalable.
Most previous file distribution approaches are based on the assumptions
that the data servers are trusted: They keep the confidentiality and integrity
of the data, and they enforce the access control policies related to the data.
However, these assumptions are hard to prove true. In the following text, we
present some current research on distributed file systems that removes these
assumptions.
Current Research
Current research on distributed file systems with untrusted data servers includes the following aspects:
•

Cryptographic access control. Harrington and Jensen propose a
cryptographic access control mechanism in [37]. Files are encrypted
and stored on an untrusted server. Access control is enforced by
distributing symmetric keys that are used for encrypt/decrypting
files. Integrity of the files can be verified by the server with signature verification, even though the server may not access the file
content. The files are maintained with modifications recorded in
a log.
The above approach provides a nice solution that gets rid of a
centralized reference monitor, such that the server does not need to
maintain an access control list for the file and enforces this access
control policy. Users can read the log that is signed by the data owner
with timestamps or version numbers.

•

Supporting operations on encrypted data: Moving the computation to the data server that stores only encrypted data seems very
difficult; the data server should perform the computation without
decrypting the data. Song and others [38] propose a practical technique for searching on encrypted data. Their solution supports the
following:
– Provable Secrecy: The untrusted server cannot learn anything about
the plaintext given only the ciphertext.
– Controlled Searching: The untrusted server cannot search for a
word without the user’s authorization.
– Hidden Queries: The user may ask the untrusted server to search
for a secret word without revealing the word to the server.
– Query Isolation: The untrusted server learns nothing more than
the search result about the plaintext.
Before presenting the protocol, we first introduce the notations it
uses. If f : K × X → Y represents a pseudorandom function or
permutation, then f k (x) is the result of applying f to input x with
key k ∈ K. x, y means concatenation of x and y.
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Wi(n bits)

k''

Ek''
Ri

Li
k'
Pseudorandom
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9

XOR

fk'
Si

Fki(Si)

n−m bits

m bits

Ciphertext

FIGURE 1.1
Encryption scheme (from [38]).

The protocol [38] has the following components:
1. Storing data on the untrusted servers: For each block Wi which has
the fixed length of n, Alice gets the pseudorandom value Si (n− m
bits long) from the pseudorandom generation G. Alice computes
the ciphertext to be stored for Wi as Ci = E k  (Wi ) ⊕ Si , Fki (Si )
where ki = f k  (L i ) and E k  (Wi ) = L i , Ri . L i (respectively, Ri )
denotes the first n−m bits (respectively, the last m bits) of E k  (Wi ).
At the end, Alice keeps k  , k  , and Si , and sends the ciphertext to
Bob (untrusted server) who stores the ciphertext. Figure 1.1 shows
the encryption steps.
2. Search operations: To search the positions for word Wj , Alice sends
Bob X j = E k  (Wj ) = L j , R j  and k j = f k  (L j ). Bob performs
a sequential scan on the encrypted data and returns  p, C p  if
C p ⊕ X j = Sp , Sp  and Sp = Fk j (Sp ). In the returns, p denotes
the position of the word. Note that there is small chance that
some answers returned by Bob are garbage. This is due to the
encryption collision.
3. Retrieval operations: To retrieve the data stored at position p, Alice
sends Bob p. After Bob returns the ciphertext C p at position p,
Alice recalculates Wp by C p = C p,l , C p,r  where C p,l (respectively,
C p,r ) denotes the first n − m bits (respectively, the last m bits) of
C p , X p,l = C p,l ⊕ Sp , k p = f k  ( X p,l ), Tp = Sp , Fk p (Sp ), and finally,
Wp = Dk  (C p ⊕ Tp ).
From the above description, we can see that each query takes one
round of interaction and Bob performs one sequential scan on the
ciphertext per query.
•

Proxy Re-encryption
In 1998, Blaze, Bleumer, and Strauss (BBS) [39] proposed an application called atomic proxy re-encryption, in which a semitrusted
proxy converts a ciphertext for Alice into a ciphertext for Bob without seeing the underlying plaintext. This strategy is useful when
Alice would like temporally to let Bob check the messages that are
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addressed to her, without revealing to Bob her secret keys that are
needed to decrypt these messages.
Ateniese et al. ([40]) present an application for proxy cryptography in securing distributed file systems. A centralized access control server is used to manage access to encrypted files stored on
distributed, untrusted replicas. A proxy re-encryption scheme is
proposed such that the access control server could re-encrypt the
appropriate decryption key to clients without learning the key in
the process. Thus, there is no need to grant full decryption rights to
the access control server.
•

Byzantine fault tolerance
Besides using replication to increase content availability, other research focuses on byzantine fault tolerance. There are two types of
system failure: fail-stop, which means data servers simply do not
reply to clients’ requests, and malicious failure, which means the
data servers may behave arbitrarily; that is, they may reply with the
wrong information to clients’ requests.
Castrol and Liskov ([41]) propose an approach that tolerates byzantine fault in asynchronous systems like the Internet. Their solution
ensures that the system that includes a set of replicas performing deterministic services could survive byzantine faults. Moreover, their
solution guarantees safety and liveness. In the system, a client sends
the request for an operation to the primary of the replicas. The primary then multicasts the request to the other replicas, which then
execute the request and send a reply to the client. After the client
receives f + 1 replies from different replicas with the same conclusion, this is the result of the operation. The algorithm performed by
replicas only requires five rounds of messages.
The protocol in [41] has the following steps1 :
1. Request: Client c sends a request message m = RE QU E ST,
o, t, cσ c to the primary p, where o=operation, t=monotonic timestamp.
2. Preprepare: Primary p assigns sequence number n to m and sends
a message PRE-PREPARE, v, n, mσ p to other replicas where
v=current view.
3. Prepare: If replica i accepts the message from p, it sends
PREPARE,v,n,d,i σ i to all other replicas, where d is the hash of
the request m from client c. This indicates that i agrees to assign
n to m in v.
4. Commit: When replica i has a PREPREPARE and 2 f + 1 matching PREPARE messages, it sends C OMMI T, v, n, d, iσ i to all
other replicas. At this point, correct replicas agree on an order of
requests within a view.

1 Message

m signed by node i is denoted as mσ i .
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5. Reply: Once replica i has 2 f + 1 matching P RE P ARE and
C OMMI T messages, it executes m, and sends to client c a message RE P LY, v, t, c, i, r σ i where r is the result of the operation.
The above approach requires at least 3 f + 1 replicas, where f is
the max number of faulty replicas. It can tolerate malicious clients.
Number of optimizations are described in [41] in order to have the
proposed approach perform well in real systems.
1.4.2 Publish/Subscribe Systems
Publish/Subscribe (pub/sub) systems provide a new distributed paradigm
for content dissemination. In such systems, a publisher publishes an event
(or message) through a broker (also referred to as an event dispatcher). Subscribers specify their interests by registering with a broker. Brokers form a network in which they forward events to each other and, when needed, deliver
events to subscribers that have registered with them. One major advantage
of these systems is scalability: A publisher does not need to maintain subscription information, which may be changed dynamically, and a subscriber
does not need to know which publishers may publish events of interest. Since
there are no explicit destination addresses associated with an event, brokers
are responsible for delivering each event to subscribers whose subscriptions
are satisfied by the event, which is called event matching.
Figure 1.2 presents a general structure of pub/sub systems. Decoupling
publishers from subscribers makes pub/sub systems scalable and powerful.
Basically, there are two types of pub/sub systems. The first, referred to
as subject-based or type-based pub/sub, is a system in which events are labeled with predefined subjects (or types) to which subscribers may subscribe.

Publisher

Subscriber
Subscriber
Broker network

Subscriber
Publisher
Subscriber
FIGURE 1.2
A general pub/sub system structure.
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Since subscribers interested in a particular subject (or type) may be managed
as a group, multicasting is an efficient method for event delivery in this kind of
pub/sub system. The second one, referred to as content-based pub/sub system,
is more flexible and powerful than the previous one. In this kind of system,
both subscriptions and content are specified with respect to a set of attributes.
Each attribute is an ordered pair of name and type. An attribute value is the
type of the attribute. A subscriber subscribes to events by specifying predicates against attributes. For example, a classic schema used for a stock trade
pub/sub system is (company: string, price: integer, shares: integer), a subscription
could be: (price < 20) AND company = “IBM.”
Current Research
Two important security issues for content-based pub/sub systems are availability and confidentiality. Availability in such a system means that after a
subscriber registers with a broker by specifying subscription predicates, if
the subscription request is accepted, the broker is responsible for delivering
any event that satisfies such predicates to the subscriber in a timely manner.
Furthermore, any broker failure along the event delivery path should not prevent the subscriber from receiving this event. This requirement means that if
there is a broker failure, either the event delivery route should be reconfigured dynamically or multiple event delivery routes should be established at
the beginning in such systems. For a large pub/sub system, it takes time to
propagate subscription information into the whole network, therefore it may
take a while for a subscriber to receive events. As a result, the subscriber may
miss some matching events, even though these events are published after the
registration. It is thus important that the registration information propagating
time (RIP time) be minimized.
Confidentiality in pub/sub systems means that events should be available
only to authorized subscribers. Malicious users must be prevented from reading events for which they do not have the proper authorization. Furthermore,
even subscribers whose predicates do not match an event must not access
the event. Therefore, key management and efficient encryption/decryption
schemes play an important role in enforcing event confidentiality.
Next, we describe the current research on these two issues in the context
of content-based pub/sub systems, since solutions in these systems could be
easily applied to the subject-based pub/sub systems and the reverse is not
true.
•

Availability In most approaches, such as [42, 43], an event is distributed along a spanning tree, in which the root is the broker from
which an event is published. Leaf nodes and some inner nodes are
brokers that have subscribers requesting such events. If a broker at
the root of a tree fails, either the events are lost or a reconfiguration
(such as [44]) must be performed to rebuild the tree. Such a reconfiguration can be very expensive when pub/sub systems are large
and a number of brokers are involved. Maintaining a tree structure
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for event forwarding also requires each broker replicate the whole
network’s subscription information. Therefore, the RIP time delay
could be large and could further increase if brokers perform computations in order to minimize routing table information.
A simple approach to increase availability is to let each broker
broadcast each event it receives. However, such an approach has the
major disadvantage of resulting in system floods. Carzaniga et al.
([43]) propose an approach that broadcasts events only along the
spanning tree, therefore, some unnecessary event broadcast could
be avoided and event availability could be improved.
Srivatsa and Liu ([45]) propose a resilient network, which, instead of providing only a single path from each publisher to its
subscribers, which is inherited from the spanning tree structure, several independent paths from a publisher to each of its subscribers
are provided. These paths are built in a deterministic way. In their
approach, building several independent paths from a publisher to
every subscriber involves complex topology computations. In dynamic environments where subscriptions or unsubscriptions occur
quite frequently, such computation is expensive.
Other approaches to improve availability such as multicasting an
event by the broker that publishes the event also requires replicating
subscription information at each broker. Besides the long time of
RIP delay, broker space requirement is another challenge for the
multicast approach in large scale pub/sub systems. This approach
also causes the load unbalance, as some brokers where events are
published frequently are overloaded, while other brokers that do
not have an event published are idle.
•

Confidentiality An event should be encrypted when it is delivered
to subscribers, so that only authorized subscribers are able to decrypt it. Usually, a group key shared by the group members and
the brokers is used to encrypt the event. However, since there could
be many attributes and therefore a large number of complex predicates, for n subscribers, there are possibly 2n subscription groups
that may be interested in an event. Encrypting the event with a
group key therefore could result in significant performance costs.
Moreover, different events may be of interest to different sets of
groups. In large-scale content-based pub/sub systems where the
volumes of published events are huge, inefficiency may undermine
availability.
Opyrchal and Prakash [46] discuss how a broker can encrypt an
event and deliver it to a possibly very large number of groups.
As each group has a secret key shared by members and brokers,
encrypting the event using a group key may involve performing
many encryption operations, and there may be several groups to
which this event should be delivered. Caching and clustering are
therefore used to make fewer encryptions for an event.

13
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Security issues in content-based pub/sub systems have not been so widely
investigated. More detailed discussion on these issues can be found in [47].
1.4.3 Content-Aware Intermediary Transforming Systems
With the emergence of various network appliances and heterogeneous client
environments, besides caching, there are other new requirements for content
services by intermediaries [6, 7]. For example, content from the server needs
to be transformed in order to adapt to the requirements of a client’s security
policy, device capabilities, preferences, and so forth. Several content services
have been identified that include, but are not limited to, content transcoding
[6, 7, 8, 13], in which data is transformed from one format into another, data
filtering and value-added services, such as watermarking [10].
Intermediaries providing content services can be placed at the clients’ end,
at the servers’ end or between them [12, 26]. Placing intermediaries at the
client’s end may not always be possible because of resource limitations. Because of these limitations, it is not possible to execute certain computation
intensive transcoding functions at the clients’ end. Placing intermediaries at
the servers’ end may result in reduced sharing. It is difficult to have one
version of some content that satisfies diverse requests from clients. Placing
intermediaries between clients and servers provides a better solution for content services.
Current Research
Though a lot of research on intermediary content service has been carried out
[6, 7, 8, 13], there is not enough research on data security in this context. The
approaches provided for securely transferring data from server to clients are
not suitable when data are to be transformed by intermediaries. When a proxy
mediates data transmission, if the data are completely enciphered during
transmission, security is ensured; however, it is impossible for intermediaries
to modify the data. It is difficult to enforce security when intermediaries are
allowed to modify the data. Next, we list several research topics in this area:
•

SSL Splitting: SSL splitting ([48]) is a technique that supports data integrity from untrusted caches. Upon receiving a request from clients,
a proxy gets the data from caches and the Message Authentication
Code (MAC) from the data server. Then, the proxy re-encrypts the
merged data with the key shared by the server and the client and
sends the encrypted data to the client. SSL splitting does not support
data confidentiality, as the proxy has to access the key. The primary
advantage of SSL splitting is that it reduces the bandwidth load of
the data server.

•

Data Integrity Service Model: Chi and Wu propose a Data Integrity
Service Model (DISM) in [9]. In this model, integrity of intermediaries is enforced by using metadata expressing modification policies
of content owners. However, in DISM everyone can access the data.
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Thus confidentiality is violated. Another problem with DISM is the
lack of efficiency. In several applications, such as multimedia content adaptation [6], efficiency is a vital factor.
•

JPSEC: Wee and Apostolopoulos [19] present encryption methods
and signaling syntax for JPEG-2000 images that allow an intermediary to transcode a JPEG-2000 codestream (JPSEC) without decryption. After unlocking the transcoded JPSEC, the transcoded
JPEG2000 can be decoded to get the transcoded image. Moreover, an
end user can verify that the transcoding operation was performed
in a valid and permissible way.

1.4.4 Peer-to-Peer Content Distribution Systems
Peer-to-peer systems are characterized by the direct sharing of computer resources (such as content, storage, or CPU), rather than requiring the intermediation or support of a centralized authority.
Current Research
Many distributed file systems have been developed in peer-to-peer networks
([49, 50, 51, 52, 53, 54, 55]). These systems (such as Napster [49], Gnutella
[50], and Freenet [51]) demonstrate a lot of benefit for content distribution.
These benefits include node self-organization, load balance, fault tolerance,
and scalability. Due to the lack of centralized administration and management, it is hard to ensure security in such environments. Androutsellis and
Spinellis [56] have an extensive survey on the peer-to-peer content distribution technologies. Therefore, we will omit the discussion on the security issues
in these systems. Interested readers are encouraged to read [56].
1.4.5 Collaborative Data Access and Updates Systems
The widespread use of the Internet for exchanging and managing data has
pushed the need for techniques and mechanisms that secure information
when it flows across the net. When several parties collaboratively perform
certain transactions, each party needs to retrieve content and then perform
certain authorized operations on it. Integrity and confidentiality have to be
ensured for the data that flow among these parties.
Current Research
Several issues need to be addressed to support decentralized and cooperative
document updates over the Web. A first requirement, which was investigated
in [57], is the development of a high-level language for the specification of flow
policies, that is, policies regulating the set of subjects that must receive a document during the update process, and access control policies. Starting from these
policies, a server can determine the path that the document must follow and
the privileges of each receiver. The second requirement is the development
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of an infrastructure and related algorithms to enforce confidentiality and integrity during the process of distributed and collaborative document updates.
•

Author-χ System: This Java-based system ([58, 59, 60]) supports selective, secure, and distributed dissemination of XML documents.
Specifically, Author-χ supports
– the specification of security policies at varying granularity levels
– the specification of user credentials
– content-based access control
– controlled release of XML documents according to the push-andpull dissemination modes
– document updates
The system includes three Java server components: 1) X-Admin, 2)
X-Access, and 3) X-Update.
X-Admin component provides functions for administrative operations. Through this component, security administrators manage
security policies, XML documents, subjects and credentials.
X-Access component consists of two subcomponents: X-Push and
X-Pull. X-Push supports document broadcast to clients at the server
site. X-Pull supports the selective documents distribution upon
clients’ requests. All these kinds of distribution follow the policies
stored in Policy Base (PB).
X-Update component manages the collaborative and distributed
document update that we will describe later.
Author-χ also includes X-bases repositories that consist of the
following:
– Policy Base (P B) that contains the security policies for the XML
documents and DTDs
– Credential Base (C B) that contains the user credentials and credential types
– Encrypted Document Base (E DB) that contains encrypted copy
of portions of the documents in XML source
– Authoring Certificate Base (ACB) that contains generated certificates
– Management Information Base (MI B) that contains information
required for updating process
– XML Source
– Push
Next, we describe some protocols that are used to implement the
X-Update component.

•

Self-Certifying Document Updates: One important feature of these
protocols that are used to implement the X-Update component is
that the document integrity can be verified by each receiver. Before
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presenting these implementations, we first introduce the following
notations for XML ([61, 62]) documents. These notations are used
to enforce access control.
Definition 1.7
In an XML document, an atomic element (AE) is either an attribute or an
element that includes the starting and ending tags of the element ([17]).
Definition 1.8
In an XML document, an atomic region (AR) includes a set of atomic
elements. It is the smallest data portion to which the same access control
policies apply ([17]).
Each atomic region is identified by an identifier. Therefore, an XML
document could be divided into a set of atomic regions such that
atomic elements of the same region are distinct and there is no
atomic element that belongs to two different regions.
A region can be either modifiable or nonmodifiable. A region is
nonmodifiable by a subject if this subject can only read it. A region
is modifiable by a subject if this subject possesses the authorization
to modify it, according to the access control policies.
Definition 1.9
In an XML document, a region object O is an instance of the information
in a region R. A region object is associated with the region identifier R, the
subject who authors it, and the time when the subject authors it.
Bertino et al. ([58, 63] propose a self-certifying document updating
protocol in distributed systems. In their approach, the document
is encrypted by the document server with the minimum number
of keys such that different keys are used for encrypting different
portions (a set of ARs) of the same document. Each participating
subject receives only these keys for the portions that it is authorized
to access from the document server. The encrypted document then
circulates in sequence among the participating subjects.
When a subject receives the document, it could verify the correctness of the operations performed so far on the document, based
on the control information the subject received from the document
server. If there is no error, the subject can exercise its privileges on
the document, sign these updates with its signature, then encrypt
the portions it accessed, and send the encrypted document to the
next subject. Only when the document fails the integrity check, a
subject contacts the document server for document recovery.
A major limitation of this approach is that it does not exploit the
possible parallelism that is inherent in data relationships and in the
access control policies. Koglin et al. ([17]) propose an approach based

17
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on the use of a security region-object parallel flow (S-RPF) graph
protocol. S-RPF graph protocol allows different users to simultaneously update different regions of the same document, according to
the specified access control policies.
In an S-RPF graph, each node represents a subject in the flow
path. An edge with label L from node i to node j denotes that there
are region objects L sending from i to j. The S-RPF graph that the
document server generated has the following properties:
– If no participating subject has access privilege to a region with
the identifier of R, then no region object O associated with R will
appear in the S-RPF graph.
– If a region object is modified by a subject subj, then this region
object will not flow out from subj and a new region object with
the same region identifier will start at subj.
– The same region object may be accessed by several subjects at the
same time.
– The flow of each region object among the subjects is acyclic. This
means that no region object flows back to the subject who authored it.
– If no subject has update rights on a region R, but there is at least
one subject that has access privilege to this region, then a region
object O associated with R starts its flow among the subjects from
the document server and its author is the document server.
The S-RPF protocol is secure with respect to confidentiality and
integrity. The proofs can be found in [17].
In all these mentioned approaches, the data server is not the bottleneck during the updating process. However, these approaches
are not scalable. The data server has to perform some initial computation before the updating process starts. Furthermore, each participating subject is predefined. They cannot be changed once the
updating starts. Also, these participants need to receive some control information from the data server in order to perform integrity
checking of the document.
Further research in this area includes using roles to make the solution scalable. Moreover, the document server has too much control
on the updated document, mechanisms should be proposed to enforce the principles such as separation of duty and least privilege.

1.5

Other Research Issues

Privacy preserving in content distribution networks is one important research
area for study ([64]). Most research (such as [51]) in this area is on the techniques for supporting anonymity such that users could anonymously publish
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or retrieve various kinds of information; furthermore, the transaction between
data servers and clients should be unlinkable.
Research on censorship-resistant document publishing (e.g., [51, 65, 66])
also demands further study. In these systems, the content stored on and distributed by servers should be free of censoring. Peer-to-peer systems are
one promising area for such study, since they do not have a centralized
administration.
Other research issues in CDNs include location-based access control ([67]).
Different mechanisms are needed to ensure that content could be accessed
only within certain locations. Therefore, precise location verification techniques are important to enforce this kind of access control.
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